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Design and Implementation of Active Protection System Based on Network Security Situation Awareness
Jie, PAN Yujia, Guigang City People's Hospital, Guigang 537100, China
( Abstract)

MO Yujun, HUANG

The paper expounds on the design and implementation of active protection system based on network security situation aware-
ness from four parts of Application Firewall (AF), Access Control (AC) , Endpoint Detection and Response (EDR) , and Security Informa-
tion Perception (SIP) , introduces the application effects of system, points out that the system provides all — round protection from aspects of

hospital network boundary, internal network, endpoint, etc. , which greatly improves the timeliness and accuracy of responding to threats.
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2.1 T—KphNiE (Application Firewall, AF)
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2.2 EMITHEIE (Access Control, AC)
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2.3 ZimtMNmAFE4E& (Endpoint Detection and
Response, EDR)
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2.4 MBLREHBHAEL (Security Information
Perception, SIP)
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