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Practice of Cybersecurity Risk Management in Large Hospitals Based on a Situational Awareness Platform

SUN Baofeng, ZHANG Weiyt, YANG Yang, LI Yuhong

Information Department, the First Affiliated Hospital of Zhengzhou University, Zhengzhou 450002, China

(Abstract]  Purpose/Significance To analyze the network security risk events monitored by the situational awareness platform of large
hospitals, to find out the causes, and to put forward solutions and suggestions for improvement. Method/Process Taking the First Affiliated
Hospital of Zhengzhou University as an example, the paper analyzes risk events on the situational awareness platform, screens the risky ter-
minals on the hospital intranet, carries out rectification and reinforcement, analyzes the department distribution and causes of risky termi-
nals, and puts forward suggestions for improvement. Result/Conclusion The number of risky terminals in medical and technical depart-
ments is large, mainly due to the lack of management and the lack of full coverage of antivirus software. Through the rectification and rein-
forcement of risky terminals, the number of network security risk events has been significantly reduced. Strengthening the hospital terminal
security management, enhancing staff awareness of network security, and strengthening network security protection in different areas can ef-
fectively reduce the incidence of hospital network security risk events and improve the hospital network security protection capability.
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